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95. (Four Times Amended) A mejjxxi for controlling copyrights of digital data 
comprising: 

supplying encrypted^igital data to, a user; 
in response to^request by ^md user, supplying a utilization permit key including a 
crypt key from the key corftrol center to saidjger, said utilization permit key permitting at least one 
of displaying, editing storing, copying and transferring; 

fcrypting said encrypted digital data into decrypted digital data using said crypt key 
and performing the at least one of displaying, editing, storing, copying and transferring permitted by 
said utilisation permit key. 



^e 



111. (Four Times Amen 



comprising: 



:d) A method for controlling copyrights of digital data 



supplying encrypted c igital data to a user; 

in response to a request by said user, suppling a utilization permit key including a 
crypt key to said user, said utilization permit key/£$rmitting at least one of displaying, editing, 
storing, copying and transferring; 

decrypting said encryptfed digital dataiffto decrypted digital data using said crypt key 
and displaying and/or editing said dec ypted digital data by said user; 

encrypting said decrypted digital data into again encrypted digital data by said user; 

and 



storing, copying and/or Transferring the again encrypted digital data. 
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127. (Four Times Amended) A method for controlling copyrights of digital data 
comprising: 

supplying encrypted digital data to a'user; 
supplying a utilization permit key including a crypt key to said user, said utilization 
permit key permitting at least one of dismaying, editing-boring, copying and transferring; 




decrypting said encrypted digital dj 



editing sai^T decrypted digital data 



i into decrypted digital data using said crypt key; 



displaying said/decrypted digital data as p^mitted by said utilization permit key; 



^permitted by said utilization permit key; 



encrypang said decrypted dat^gain and storing said digital data as permitted by said 
utilization permit/fcey; 

'encrypting said decrypted data again and copying said digital data as permitted by 
said utilization permit key; and 

encrypting said decrypted data again and transferring said digital data as permitted 
by safid utilization permit key. 



Please ADD the following new claims: 




method of claim 




im m^J& 



rther comprising managing by a copyright control 
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154. The method of claipr'lll, further comprising managing by a copyright control 




155/ The method of claim 127, fefther comprising managing by a copyright control 



I 

A method of controlling copyrights of digital data, comprising: 

supplying to a user at least one of a plurality of utilization permit keys that 

corresponds to at least one of different types of uses of the digital data requested by the user, each 

of the utilization permit keys permitting only the corresponding at least one of the different types of 

uses of the digital data; and 

decrypting encrypted digital data using the at least one of the plurality of utilization 

permit keys for performance of only the requested use of the digital data. 



J^5T A method according to claim 4^"wherein the different types of uses of the digital 
data include display, edit, storage, copy, and transfer. 

<> i 

Jr58"* A method according to claim 4567 wherein the plurality of utilization permit keys 
include a display permit key permitting only display of the digital data, an edit permit key permitting 
only display and editing of the digital data, a storage permit key permitting only storage of the digital 




• 
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data, a copy permit key permitting only copying of the digital data, and a transfer permit key 
permitting only transferring of the digital data. 



-159- A method according to claim +56rwherein a copyright control program ensures said 
decrypting is for performance of only the requested use of the digital data. 

s 1 

060^ A method according to claim +56; further comprising displaying a copyright control 
message by a copyright control program when the user attempts one of the different types of uses 
of the digital data different from the requested use of the digital data. 



A method according to claim +5$ further comprising limiting, by a copyright control 
program, a number of times the digital data is used. 

^ i 

J^2r* A method according to claim 1-56} further comprising limiting, by a copyright control 
program, a number of times the at least one of the plurality of utilization permit keys is used for 
decryption of the encrypted digital data for the requested use of the digital data. 



-+63r A method according to claim +56? further comprising maintaining, by a copyright 
control program, copyright information on the digital data. 



\ 



% 
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464? A method according to claimi69^ wherein the copyright information includes history 
information on authorship. 

✓4-65* A method according to any one of claims 45£-to WS] further comprising supplying 
the copyright control program to the user with the at least one of the plurality of utilization permit 
keys. 

-Hxfr* A method according to any one of claims 459 to +63* further comprising supplying 
the copyright control program to the user with the encrypted digital data. 

\v / 

4-6^ A method according to claim -tS^rwherein the database includes a key control center 

for said maintaining of the plurality of utilization permit keys. 

+6S~ A method according to claim+67; further comprising supplying the copyright control 
program from the key control center to the user with the at least one of the plurality of utilization 
permit keys. 

-+69** A method of controlling copyrights of digital data, comprising: 

supplying to a user at least one of a plurality of utilization permit keys that 
corresponds to at least one of the different types of uses of the digital data requested by the user 
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including display, edit, copy, storage, and transfer, each of the utilization permit keys pennitting only 
the corresponding at least one of the different types of uses of the digital data; 

decrypting encrypted digital data using the at least one of the plurality of utilization 
permit keys only when the requested use is display or edit; and 

performing only the requested use of the digital data based on the at least one of the 
plurality of utilization permit keys. 



\* If 

4W? A method according to claim 4-69? further comprising encrypting the decrypted digital 

data again after performance of the requested use, when the requested use is display or edit. 



it it 

4-74*. A method according to claim 4-6^, wherein the plurality of utilization permit keys 
include a display permit key permitting only display of the digital data, an edit permit key permitting 
only display and editing of the digital data, a storage permit key permitting only storage of the digital 
data, a copy permit key permitting only copying of the digital data, and a transfer permit key 
permitting only transferring of the digital data. 



t-? if 

A method according to claim +69; wherein a copyright control program ensures said 
step of performing is only of the requested use of the digital data. 
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"t737 A method according to claim +69, further comprising displaying a copyright control 
message by a copyright control program when the user attempts one of the different types of uses 
of the digital data different from the requested use of the digital data. 



4W A method according to claim +69, further comprising limiting, by a copyright control 
program, a number of times the digital data is used. 



lP It 

+¥5r A method according to claim 1*69; further comprising limiting, by a copyright control 
program, a number of times the at least one of the plurality of utilization permit keys is used for 
decryption of the encrypted digital data. 



A method according to claim +69f further comprising maintaining, by a copyright 
control program, copyright information on the digital data. 



1> ^\ 

<¥Ff A method according to claim4?6; wherein the copyright information includes history 
information on authorship. 



Jrttf A method according to any one of claims A?2*to +^67 further comprising supplying 
the copyright control program to the user with the at least one of the plurality of utilization permit 
keys. 
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¥f9* A method according to any one of claims 4-72 to Vf€, further comprising supplying 
the copyright control program to the user with the enciypted digital data. 



+#0* A method according to claim 469; wherein the database includes a key control center 
for said maintaining of the plurality of utilization permit keys. 

+8+* A method according to claim4£07further comprising supplying the copyright control 
program from the key control center to the user with the at least one of the plurality of utilization 
permit keys. 



y 



